Gmail 


Veronical 


l@gmail.com> 


Your Google Fi Support Inquiry- Case ID [3-0614000030974] 


google-fi-support@google.coin <gocgle-fi-support@googl6.com> 
@.grn ail.com 


Mon, Aug 3, 2020 at 4:59 PM 


To: 


Google FI 


Hi Veronical 


2:27:58 Sharath: Thanks for contacting Google Support, fvly name is Sharalh. 
2:27:59 Sharath: Sharath joined the conversation 


2:27:b9 Veronica 


Veronica 


Joined the conversation 


2:28:06 Sharath: Hello Veronica! 


2:28:15 Sharath: In case you need to refer to this chat interaction in the future, please take note of the fell owing ID - 3-06140 00030 974. 
2:28:22 Sharath: I see that your device is hacked. 

2:29:24 Veronical 


: thank you 


2:29:37 Sharath: Your welcome. 


2:29:48 Sharath: May I know what issue with your phone? 

: My device is hacked. Even when I do a factory reset, the malware persists 

: On my PC, this malware infected the BIOS so even reflashing the bios has not helped me solve hte problem 
2:30:35 Sharath: Let me check what best I can do for you. 


2:30:07 Veronica 


2:30:34 Veronical 


: Some of hte symptoms are 

: two ip addresses coming out of the phone when I check out ipleak.nel 

: right after the factory reset, after I entered and saved WN configuration through the native WN interface 
: I won't get any internet connection 
: sorry, I thought I expanded the window 
: but I guess it does not work 
2:32:58 Sharath: Just to confirm, you are not able to use your WFi? 

: in fact. I am contacting oyu from a commercial pc 
: If I want to use VPN. I gel a no internet error 
: but if I turn the WN off. then I can access the internet 


2:30:46 Veronica 


2 :3D:b8 Veronica 


2:31:33 Veronica 


2:31:42 Veronica 


2:32:44 Veronica 


2:32:50 Veronical 


2:33:02 Veronical 


2:33:28 Veronica 


2:33:36 Veronica 


2:33:b7 Veronica 


: I slopped adding my account into the device 
: and that is when the two IP addresses started to appear 
2:34:27 Sharath: Are you facing issues in connecting the internet to phone or PC? 


2:34:12 Veronical 


2:34:36 Veronica 


: OH MY GOD 


2:34:44 Veronica 


: PHONE 


2:34:47 Veronica 


: PHONE 


2:34:b-1 Veronica 


: the device 


2:34:56 Veronica 


: the phone 
: the phone = device 


2:35:02 Veronica 


2:35:17 Veronical 


: cell phone 4 WN = ! internet 
: cell phone NO-WN = internet 


2:35:30 Veronica) 


2:36:08 Veronical 


: I told oy about the PC to help you understand that this is no ordinary'' malware 


2:36:21 Veronical 


: o'ver the PC. the BIOS is infected 


2:36:24 Sharath: Thanks for the clarification. 


: even if I reflash the PC BIOS the malware persists 
2:37:38 Sharath: Could you help me with the I ME I number of'your device? 


2:36:40 Veronical 


2:37:44 Sharath: yo\j can find the IME I number on the sim tray or in the device box. Else you can dial 




06# from the device. 


2:37:44 Veronica 


I: yes 


2:37:46 Veronica 


: one second 


2:38:41 Sharath: Sure, are 'you currently in US? 


2:38:47 Veronica 


359 


2:38:54 Veronical 


: yes, in 


2:39:10 Sharath: Thanks. 


2:39:15 Veronica 


: thank you 

2:39:15 Sharath: Please allcw me 2-3 minutes 'while I check the details for you. 


2:39:19 Veronica 


: yes 


2:42:10 Sharath: Thanks for staying connected. 


2:42:28 Veronica 


: yes 


2:42:51 Sharath: \'ve checked the details and I see that the device is purchased from Google store. 
2:43:06 Sharath: Let me transfer you to the concerned team to help you in this. 

2:43:06 Veronica 


: ok 


2:43:11 Sharath: Please stay connected. 


2:43:45 Veronica 


: ok 


2:47:51 Sharath: It was a pleasure assisting you. Have a great day! 
2:47:56 Sharath: Thanks for sta'ying connected, 


2:48:00 Veronica 


: yes 

2:48:29 Sharath: I am transferring now. 

: thank you 


2:48:34 Veronica 


2:48:37 Sharath: Please be online. 


2:49:33 Veronical 


: I am paying for each minute we are online 


2:50:07 Veronica 


: I am using a paid for computer. Please keep this in mind 


2:50:56 Sharath: I am in queue 1 Veronica. 


2:51:05 Veronica 


: OK 


2:54:19 Sharath: Sharath added participant(sj: Ronald 
2:54:21 Ronald: Ronald joined the conversation 

2:54:22 Ronald: Thanks for contacting Google Support. My name is Ronald. 
2:54:38 Ronald: Hi, Veronica. 


2:54:41 Veronica 


hello 


2:54:44 Sharath: Sharath left the conversation 


2:54:51 Ronald: In case you need to refer to this chat interaction in the future, please take note of the following case ID 3-06 1 400 D 030 9 74. 

: thank you 

2:55:10 Ronald: Please give me 3 - 5 minutes. I’ll check interactions first 
2:55:17 Veronica 


2:55:00 Veronica 


OK 


2:55:20 Ronald: Thank you. 


2:55:27 Ronald: One moment, please. 


2:57:11 Veronica 


OK 


2:58:14 Ronald: I understand you're facing issues '■with the device. That is is hacked. I am sorry this is happening. 

2:58:27 Ronald: Rest assured I can help find a solution to this issue. 

thank you 

2:58:42 Ronald : You mentioned you already factory reset the device and issue persisted. 

Reseted manv times 
another symptom is 
let's say I just reseted 

2:59:06 Ronald: If that's the case, 'We'll have to check warranty coverage as last option. 

and did not set a PIN or password 

: if I 'Want to do that after I have gone thorugh the initial set up of the device 
3:00:19 Ronald: I appreciate your effort troubleshooting the issue on your own. I would ha've recommended the same steps over chat. 

I cannot see the "Screen Lock" item under the Security'' configuration screen 
3:01:04 Ronald: I 'was able to pull up the IMEI requested by another Google rep. Please 'verify if this is the correct IMEI number 35' 
3:01:19 Veronica 


2:58:32 Veronica 


2:58:50 Veronica 


2:58:59 Veronica 


2:59:04 Veronica 


2:59:11 Veronica 


2:59:36 Veronical 


3:00:39 Veronica 


one sec 


3:01:32 Ronald: Sure. Take your time. 


3:01 : 37 Veronica 


359 


3:01:52 Veronica 


'■was your a number short? 
let me retype what I see 


3:01:57 Veronica 


3:02:05 Veronica 


on the device 


3:02:19 Veronica 


359 


3:02:29 Ronald: Yes. it was. That's why I ask you to verify. This is for me to check asset details. 


3:02:37 Veronical 


3:02:43 Ronald: Thank vou, Veronica. 

3:02:54 Ronald: For a limited period of time necessary to resol''/e your customer support issue, you agree to allow Google customer support to access data 
about and associated 'with your Google product and account, 'which may include product information such as IMEI, Serial Number, country in which your 
product 'Was purchased, account history and limited historical usage data. Do 'you give your consent? 

3:03:34 Veronica 


Yes ! do 


3:04:02 Ronald: Thank you. Alright. Please give me 3 - 5 minutes to revie'W asset details and pull up warranty cptions. 


3:04:12 Veronica 


yes 


3:04:29 Ronald: I appreciate your patience. 


3:06:17 Veronica 


yes 


3:06:40 Ronald: I'm still reviewing the asset details and 'warrant^'' options. 


3:07:08 Veronica 


OK 


3:09:32 Ronald: I'm not able to access the device warranty coverage, Thai's because the device was directly purchased from Google Fi. I’m not sure why the 
previous representative transferred y-ou -over to hard'ware support team 'when he's from Google Fi support. I'll have that fooked at internally. 

3:10:03 Veronical 


OK 


3:10:03 Ronald: Veronica, I'll have to connect you 'w-'ith a Google Fi specialist to check 'warranty co'^/erage. 


3:10:19 Veronica 


OK 


3:10:48 Ronald: Thank you. One mo'ment, please. I'll get y-ou the next available Google Fi support. 

ay, ho'-w can I get a copy of our chat? 

3:12:08 Ronald: The support specialist can send you a copy via email. That's '-when chat has ended. 

thank you 

3:12:39 Ronald: My pleasure, Veronica. 

3:12:52 Ronald: Please stay online. I'm waiting for the next available specialist. 

3:13:12 Veronica 


3:11:17 Veronica 


By the 


111 


i p 


3:12:21 Veronica 


■yes 


3:13:21 Ronald: Thank you. 


3:16:03 Ronald: Ronald added participantfs}: Stan D. 

3:16:04 Stan D.: Stan D, joined the conversation 

3:16:04 Stan D.: Thanks for contacting Google Support. My name is Stan D 


3:16:09 Ronald: Ronald left the con'versation 


3:16:12 Stan D.: Hi Veronica 


3:16:20 Veronica 


hello 


3:17:00 Stan D.: So you have a virus on your phone 


3:17:13 Veronica 


yes 


3:17:17 Stan D.: could you ''verify your email address 

l@gmail.cor^ 


3:17:24 Veronica 


3:17:53 Veronical 


: By the 


'ay, please provide me with a transcript of this chat when we finish 


1.1 


rr 


3:17:57 Veronica 


: thank you 

3:18:10 Stan D.: so you have completed factory reset 

: niany times 
3:18:45 Stan D.: what device are we working ''With 
3:18:55 Veronica 


3:18:28 Veronica 


: Pixel 3a 


3:19:28 Stan D.: Ok, checking the 'Warranty has expired. You do have device protection 


3:19:45 Veronica 


I: I do 


3:20:32 Stan D.: hold on and I will send you email 


3:24:33 Veronica 


: are you there? 
3:25:04 Stan D.: Working on the email 


3:26:03 Veronica 


Are you t],'ping it? Or copy and paste? or maybe you guys have a very ccol click the button and send? 
: So are you going to help me ''With the hack phone or are you going to pass me to another rep 


3:26:45 Veronica 


3:27:09 Stan D.: I sent it to you just respond to it 

3:27:37 Stan D.: If you ha've already factory reset the device there is nothing else we can do 

e can do is factor^'' reset 


3:27:53 Stan D.: that is normally the only thing 

this device is not damaged 


l.c.l' 




3:28:23 Veronica 


3:28:26 Veronica 


it is hacked 


3:28:39 Veronica 


: it is a failure of your operating system 
3:28:48 Stan D.: No but manufacturer 'warrant^'' has expired 

: I ‘ve had this problem winse I got it 
I've had this problem fro mthe beginning 
there is a problem wit hthe operating system 
3:29:29 Stan D.: You have had this problem for over a year 
3:29:33 Veronica 


3:28:48 Veronica 


3:29:01 Veronica 


3:29:07 Veronica 


I: yes 


3:29:47 Veronica 


: you replace the phone and a fe'-w days later this was happening agian 


3:29:53 Stan D.: The 'warranty has expired 


3:30:14 Veronica 


I should not have to pay for this 


3:30:22 Stan D.: did you call in 


3:30:25 Veronical 


: the phone has been hacked almost from when I bought it 


3:30:30 Veronica 


Ifif 


3:30:32 Veronica 


: I did 


3:30:35 Veronica 


but I got tired 


3:30:42 Veronical 


r. I don't kno'W 


'hat to do 


I ■ 




3:30:51 Veronica 


: I bought a Chromebook and the same think 


3:30:54 Veronica 


: it is hacked 


3:31:10 Veronica 


: I posted videos on the forum asking fo rhelp and these were removed 


3:31:21 Stan D.: let me look at previous cases 

: yes, thank you 
3:31:40 Stan D.: what is the phone doing 
3:32:50 Veronica 


3:31:26 Veronica 


: so far this chat is costing me S24.80 


3:32:56 Veronica 


: because you provide no phone support 


3:33:11 Stan D.: we only have C2C 


3:33:19 Stan D.: and this should be free 


3:33:38 Veronica 


: I am using a paid for computer as i told oyur peers before you 


3:33:47 Veronica 


and before you gave me the nun aorund 


3:33:52 Stan D.: what is the phone doing 


3:34:19 Veronica 


: 'whe I vist ipleak.net it spublishes 2 ip addresses 
if I use the VPN, then the browser gives me the error of no internet 


3:34:45 Veronic;^ 


3:34:50 Veronical 


neaning 


3:34:54 Veronica 


ighl after factory reset 
III sing the native X'PN interface of the phone 
the bro'wser will give me an error that I have no internet 

if at that moment, from that same Ic-cation. I turn off the WN, then I ha've internet connection 


3:35:00 Veronica 


3:35:23 Veronical 


3:35:45 Veronica 


3:36:00 Veronica 


: this looks like anian in the middle situation 


3:36:07 Veronica 


: this is no ordinary malware 


3:36:10 Veronica 


: as I told your peer 

: I could not reflash the BIOS on my PC, 
: the malware persisted a BIOS reflash 


3:36:28 Veronical 


3:36:34 Veronica 


3:37:47 Stan D.: I will chat with higher ups 


3:38:52 Veronica 


: I'll tell you ''What. I pay you right now, file a claim with the Better business bureau, and then the higher ups can chime in 


3:39:06 Veronica 


: they ''A-'ill very likely chime in 


3:39:18 Veronica 


: I think it is critical you take a look at this mal'ware 


3:39:26 Veronical 


: I'm telling you 


3:39:28 Veronica 


: it is bad 


3:40:04 Stan D.: What other than that web site do you have for Vrus soft'ware that tells you your phone is hacked 

: I think it is doing something you guys are not aware of (I hope you are not a'ware. maybe you are) 
: gime one minute 
: before I factory reset 


3:40:05 Veronica 


3:40:50 Veronical 


3:41:24 Veronica 


3:41:39 Veronica 


I: I had a lot of .BIN files 


3:43:05 Veronica 


: the screen lock menu option dissapears 
3:43:11 Stan D.: what is your IMEI on the phone 
3:43:24 Veronica 


: one sec 


3:43:49 Veronica 


: 359 


3:44:09 Veronica 


: so I cannot change my passwrod 


3:44:23 Veronica 


: after a -while 


3:44:29 Stan D.: on a computer go to myaccount.google.com 

: I am not on the phone 
: I am at a office supply store 


3:44:41 Veronica 


3:44:49 Veronica 


3:44:54 Veronica 


: one second 


3:44:57 Stan D.: that controls your account and you can change your pass'-word security options 


3:45:16 Veronica 


: OK I am there 


the pass'word for the device? 
3:46:20 Stan D.: that is the pass'-word for the Google Account 


3:45:34 Veronica 


3:46:24 Veronical 


: no 


3:46:41 Veronica 


: the password 'you set 'when 'you first configure the account, it may be a PIN, or a password, or a pattern 
: when you first configure the phone 
: not the Google account pass-word 
: do oyu kno-wwhat is the "Screen Lock’' menu option? 

: under security? 
on the device 


3:46:50 Veronica 


3:47:02 Veronical 


3:47:17 Veronica 


3:47:26 Veronical 


3:47:31 Veronical 


3:47:35 Stan D.: yes 


is that the password we can change through the Google account dashboard? 

Listen, this is a bigger problem 
I really have had a 'very time ''With the hacked phone 

but expect a complaint from the Better business bureau. Please email me a trancripl of this chat 
3:49:35 Stan D.: I can check ’'With higher ups but I cannot replace it except by using de'vice protection 

I ''Will pay, but I will fol I O'W thorugh other avenues 


3:47:52 Veronica 


3:48:50 Veronical 


3:49:07 Veronical 


3:49:26 Veronica 


3:50:14 Veronica 


3:50:33 Stan D.: I sent it to you 


3:50:35 Veronical 


the operating system is insecure, and I have had this problem almost form the beginning of buying hte phone 
I bought it expecting it w-'ouid be secure 
do you need my reply to the email? 


3:50:42 Veronical 


3:51:01 Veronica 


3:51:33 Stan D.: yes 


3:51:42 Veronical 


: one second 


3:53:16 Veronica 


I: On its way 


3:53:49 Stan D.: ok 


3:55:06 Veronical 


: OK. ''A?'hat is the nest step for me? 

3:56:11 Stan D.: I will send you an email to order 'your replacement, it will have 2 labels to ship back 'your old phone once 'you get your replacement 

: thank you. Could you send me the transcript of this chat up until now? 

I kno'-w you sent one before, but I ''want the whole transcript 
thank you 

3:57:39 Stan D.: sure hold on let me finish 


3:57:15 Veronica 


3:57:29 Veronica 


3:57:30 Veronica 


Thanks. 


Stan D. 


Gc'ogle Fi Support 


Need help now? We're available 24/7 


Fi is better'With friends. Pvite Tiends to join and 'you'll each get £20 off'your bill when they do. 


Help center 


Contact us 


Privacy policy 


Find us on T'w 


r 


Google North America Inc. 
1600 Amphitheatre Pk'wy 
Mountain View CA 94043 USA 


































































































































